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significant costs fo'r de-identification of protected health information and additional 

requirements for research. 

The privacy costs are in addition to the Transactions Rule estimates. The cost of 

complying with the regulation represents approximately 0.23 percent of projected 

national health expenditures the first year the regulation is enacted. The costs for the 

first eight years of the final regulation represents 0.07 percent of the increase in 

national healthcare costs experienced over the same period. 

Minimum Necessary 

The minimum necessary policy in the final rule has essentially three components: 

first, it does not pertain to certain uses and disclosures including treatment-related 

exchange of information among healthcare providers; second, for disclosures that are 

made on a routine and recurring basis, such as insurance claims, a covered entity is 

required to have policies and procedures for governing such exchanges (but the rule 

does not require a case-by-case determination); and third, providers must have a 

process for reviewing non-routine requests on a case-by-case basis to assure that only 

the minimum necessary information is disclosed. 

Based on public comments and subsequent fact-finding, IlliS has concluded 

that the requirements of the final rule are generally similar to the current practice of 

most providers. For standard disclosure requests, for example, providers generally have 

established procedures for detennining how much health inform.ation is released. For 

non-routine disclosures, providers have indicated that they currently ask questions to 
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discern how much health information is necessary for such disclosure. Under the final 

rule, HHS anticipates providers will have to be more thorough in their policies and 

procedures and more vigilant in their oversight of them; hence, the costs of this 

provision are significant. 

To make the final estimates for this provision, HHS considered the minimum 

necessary requirement in two parts. First, providers, hospitals, and health plans will 

need to establish policies and procedures, which govern uses and disclosures of 

protected health information. Next, these entities will need to adjust current practices 

that do not comply with the rule, such as updating passwords and making revisions to 

software. 

To detennine the policies and procedures for the minimum necessary 

requirement, HHS assumed that each hospital would spend 160 hours, health plans 

would spend 107 hours, and non-hospital providers would spend 8 hours. The time 

estimates for this and other provisions of the rule are considered an average number of 

person-hours for the institutions involved. An underlying assumption is that some 

hospitals, and to a lesser extent health plans, are part of chains or larger entities that 

will be able to prepare the basic materials at a corporate level for a number of covered 

entities. 

Once the policies and procedures are established, HHS estimated there would be 

costs resulting from implementing the new policies and procedures to restrict internal 

uses of protected health information to the minimum necessary. Initially, this would 

require 560 hours for hospitals, 160 hours for health plans, and 12 hours for non-
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hospital providers. The wage for healthcare providers and hospitals is estimated at 

$47.28 per hour, a weighted average of various healthcare professionals based on CPS 

data; the wage for health plans is estimated to be $33.82 per houf, based on average 

wages in the insurance industry (note that all wage assumptions in this impact analysis 

assume a 39% load for benefits, the standard Bureau of Labor Statistics assumption). In 

addition, there will be time required on an annual basis to ensure that the implemented 

practices continue to meet the requirements of the rule. Therefore, IlliS estimated that 

on an annual ongoing basis (after the first year), hospitals will require 320 hours; health 

plans 100 hours, and non-hospital providers 8 hours to comply with this provision. 

The initial cost attributable to the minimum necessary provision is $926 million. 

The total cost of the provision is $5.757 billion. 

Privacy Official 

The final rule requires entities to designate a privacy official who will be 

responsible for the development and implementation of privacy policies and 

procedures. In this cost analysis, IlliS estimated each of the primary administrative 

requirements of the rule (e.g., training, policy and procedure development, etc), 

including the development and implementation costs associated with each specific 

requirement. These activities would certainly involve the privacy official to some 

degree; thus, some costs for the privacy official, particularly in the initial years, are 

subsumed in other cost requirements. IlliS anticipates that there will be additional 

ongoing responsibilities that the privacy official will have to address, such as 
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coordinating between departments, evaluating procedures and assuring compliance. To 

avoid double counting, the cost calculated in this section is only for the ongoing, 

operational functions of privacy official (e.g., clarifying procedures for staff) that are in 

addition to items discussed in other sections of this impact analysis. 

HIlS assumes the privacy official role will be an additional responsibility given 

to an existing employee in the covered entity, such as an office manager in a small 

entity or a compliance official in a larger institution. Moreover, today any covered 

entity that handles individually identifiable health information has one or more people 

with responsibility for handling and protecting the confidentiality of such information. 

As a result of the specific requirement for a privacy official HHS assumed covered 

entities will centralize this function, but the overall effort is not likely to increase 

significantly. Specifically, HHS assumed non-hospital providers would need to devote, 

on average, an additional 30 minutes per week of an official's time (i.e., 26 hours per 

year) to compliance with the final regulation for the first two years and 15 minutes per 

week for the remaining eight years (ie., 13 hours per year). For hospitals and health 

plans, which are more likely to have a greater diversity of activities involving privacy 

issues, HHS has assumed three hours per week for the first two years (i.e., 156 hours 

per year), and 1.5 hours per week for the remaining eight years (i.e., 78 hours per year). 

For non-hospital providers, the time was calculated at a wage of $34.13 per 

hour, which is the average wage for managers of medicine and health according to the 

CPS. For hospitals, HHS used a wage of $79.44 per hour, which is the rate for senior 

planning officers. For health plans HIlS assumed a wage of $88.42 per hour based on 
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the wage for top claims executives. Although individual hospitals and health plans may 

not necessarily select their planning officers or claims executives to be their privacy 

officials, HHS believes they will be of comparable responsibility, and, therefore, 

comparable pay, in larger institutions. 

The initial year cost for privacy officials will be $723 million; the ten-year cost 

will be $5.9 billion. 

Internal Complaints 

The final rule requires each covered entity to have an internal process to allow 

an individual to file a complaint concerning the covered entity's compliance with its 

privacy policies and procedures. The requirement includes designating a contact person 

or office responsible for receiving complaints and documenting the disposition of them, 

if any. The privacy official may perform this function, but because it is a distinct right 

under the final rule and may be perfonned by someone else, HHS cost it separately. 

The covered entity only is required to receive and document a complaint, which 

1ll-IS assumed would take, on average, ten minutes. HHS believes that such complaints 

will be uncommon. IllIS has assumed that one in every thousand patients will file a 

complaint, which are approximately 10.6 million complaints over ten years. Based on a 

weighted-average hourly wage of $47.28 at ten minutes per complaint, the cost of this 

policy is $6.6 million in the first year. Using wage growth and patient growth 

assumptions, the cost of this poljcy is $103 million over ten years. 
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Disclosure Tracking and History 

The final rule requires providers to be able to produce a record of all disclosures 

of protected health information, except in certain circumstances. The exceptions 

include disclosures for treatment, payment, healthcare operations, or disclosures to an 

individual. This requirement will require a notation in the record (electronic or paper) 

of when, to whom, and what information was disclosed, as well as the purpose of such 

disclosure or a copy of an individual's written authorization or request for a disclosure. 

Based on information from several hospital sources, HHS assumed that all 

hospitals already track disclosures of individually identifiable health information and 

that 15 percent of all patient records held by a hospital will have an annual disclosure 

that will have to be recorded in an individual's record. It was more difficult to obtain a 

reliable estimate for non-hospital providers, though it appears that they receive many 

fewer requests IllIS assumed a 10% rate for ambulatory care patients and 5%, for 

nursing homes, home health, dental and pharmacy providers. (It was difficult to obtain 

any reliable data for these latter groups, but those IlliS talked to said that they had very 

few, and some indicated that they currently keep track of them in the records.) These 

estimated percentages represent about 63 million disclosures that will have to be 

recorded in the first year, with each recording estimated to require two minutes. At the 

average nurse's salary of$30.39 per hour, the cost in the first year is $25.7 million. For 

health plans IllIS assumed that disclosures of protected health information are rarer 

than for healthcare providers. Therefore, HHS assumed that there would be disclosures 

of protected health information for five percent of covered lives. At the average wage 
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for the insurance industry of$33.82 per hOUT, the initial cost for health plans is $6.8 

million. Using HHS' standard growth rates for wages, patients, and covered entities, the 

ten-year cost for providers and health plans is $519 million. 

In addition, although hospitals generally track patient disclosures today, llliS 

assumed that hospitals would seek to update software systems to assure full 

compliance. Based on software upgrade costs provided by HHS' private sector 

consultants with expertise in the area (the Gartner Group), HHS assumed that each 

upgrade would cost $35,000 initially and $6,300 annually thereafter, for a total cost of 

$572 million over ten-years. 

The final rule also requires covered entities to provide individuals with an 

accounting of disclosures upon request. HHS assumed that few patients will request a 

history of disclosures of their protected medical information. Therefore, HHS estimated 

that one in a thousand patients will request such an accounting each year, which is 

approximately 850,000 requests. If it takes an average of five minutes to copy any 

disclosures and a nurse does the work, the cost for the first year will be $2.1 million. 

The total ten-year cost is $33.8 million. 

De-Identification of Information 

The Privacy Rule allows covered entities to determine that health information is 

de-identified (for example, that it is not individually identifiable health information) if 

certain conditions are met. Currently, some entities release de-identified information for 

research purposes. De-identified information may originate from automated systems 

29 



(such as records maintained by pharmacy benefit managers) and non-automated 

systems (such as individual medical records maintained by providers). As compared 

with current practice, the rule requires that an expanded list of identifiers be removed 

for the data (such as driver's license numbers, detailed geographic and certain age 

information). For example, as noted in a number of public comments, currently 

complete birth dates (day, month, and year) and zip codes are often included in de­

identified information. The final rule requires that only the year of birth (except in 

certain circumstances) and the fITst three digits of the zip code can be included in de­

identified information. 

These changes will not require extensive change from the current practice. 

Providers general1y remove most of the 19 identifiers listed in the final rule. HHS relied 

on Gartner Group estimates that some additional programmer time would be required 

by covered entities that produce de-identified information to make revisions in their 

procedures to eliminate additional identifiers. Entities that de-identify information will 

have to review existing and future data flows to assure compliance with the final rule. 

For example, an automated system may need to be re-programmed to remove 

additional identifiers from otherwise protected health information. (The costs of 

educating staff about the de-identification requirements are included in the cost 

estimate for training staff on privacy policies.) 

HIlS was not able to obtain any reliable information on the volume of medical 

data that is currently de-identified. To provide some measure of the potential 

magnitude, HHS assumed that health plans and hospitals would have an average of two 

30 



existing agreements that would need to be reviewed and modified. Based on 

information provided by HHS consultants, HHS estimate that these agreements would 

require an average of 152 hours by hospitals and 116 hours by health plans to review 

and revise existing agreements to conform to the final rule. Using the weighted average 

wage ofS47.28, the initial costs will be $124 million. Using HHS standard growth rates 

for wages, patients, and covered entities, the total cost of the provision will be $1.1 

billion over ten years. 

IllIS expects that the final rule and the increasing trend toward computerization 

of large record sets will result over time in de-identification being performed by 

relatively few firms or associations. Whether the covered entity is a small provider with 

relatively few files or a hospital or health plan with large record files, it will be more 

efficient to contract with specialists in these firms or associations (as business 

associates of the covered entity) to de-identify files. The process will be different, but 

the ultimate cost is likely to be the same or only slightly higher than the costs for de­

identification today. The estimate is for the costs required to conform existing and 

future agreements to the provisions of the rule. HHS has not quantified the benefits that 

might arise from changes in the market for de-identified information because the 

centralization and efficiency that will come from it will not be fully realized for several 

years, and HHS does not have a reliable means of estimating such changes. 
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Policy and Procedures Development 

The final regulation imposes a variety of requirements, which collectively will 

necessitate entities to develop policies and procedures (hereafter referred to as policies) 

to establish and maintain compliance with the regulation. These include policies such 

as those for inspection and copying, amending records, and receiving complaints. In 

developing the final regulations, simplifying the administrative burden was a 

significant consideration. To the extent practical, consistent with maintaining adequate 

protection of protected health information, the final rule is designed to encourage the 

development of policies by professional associations and others that will reduce costs 

and facilitate greater consistency across providers and other covered entities. 

The development of policies will occur at two levels: first, at the association or 

other large-scale levels; and second, at the entity level. Because of the generic nature of 

many of the final rule's provisions, HHS anticipates that trade, professional 

associations, and other groups serving large numbers of members or clients will 

develop materials that can be used broadly. These will likely include the model privacy 

practice notice that all covered entities will have to provide patients; general 

descriptions of the regulation's requirements appropriate for various types of health care 

providers; checklists of steps entities will have to take to comply; training materials; 

and recommended procedures or guidelines. IlliS spoke with a number of professional 

associations who confirmed that they would expect to provide such materials for their 

members at either the federal or state leveL 
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Using Faulkner and Gray's Health Data Directory 2000, HHS identified 216 

associations that would be likely to provide guidance to members. In addition, HHS 

assumed three organizations (one for hospitals, one for health plans, and one for other 

healthcare providers) in each state would also provide some additional services to help 

covered entities coordinate the requirements of this rule with state laws and 

requirements. HHS assumed that these associations would each provide 320 hours of 

legal analysis at $150 per hour, and 640 hours of senior analyst's time at $50 per hOUf. 

This equals $17.3 million. Hourly rates for legal council are the average billing rate for 

a staff attorney. The senior analysts rates are based on a salary of $75,000 per year, plus 

benefits, which was provided by a major professional association. 

For larger healthcare entities such as hospitals and health plans HHS assumed 

that the complexity of their operations would require them to seek more customized 

assistance from outside council or consultants. Therefore, HHS concluded that each 

hospital and health plan (including self-administered, self-insured health plans) would, 

on average, require 40 hours of outside assistance. The resulting cost for external policy 

development is estimated to be $112 million. 

All covered entities are expected to require some time for internal policy 

development beyond what is provided by associations or outside consultants. For most 

non-hospital providers, the external assistance will provide most of the necessary 

information. Therefore, HHS expect these healthcare providers will need only eight 

hours to adapt these policies for their specific use (training cost is estimated separately 

in the impact analysis). Hospitals and health plans, which employ more individuals and 
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are involved in a wider array of endeavors, are likely to require more specific policies 

tailored to their operations to comply with the final rule. For these entities, HHS 

assumed an average of320 hours of policy development per institution. The total cost 

for internal policy development is estimated to be $468 million. 

The total cost for policy, plan, and procedures development for the ti,naJ 

regulation is estimated to be $598 million. All of these costs are initial costs. 

Training 

The final regulations' requirements provide covered entities with considerable 

flexibility in how to best fulfill the necessary training of their workforce. As a result, 

the actual practices may vary substantially based on such factors as the number of 

members of the workforce, the types of operations, worker turnover, and experience of 

the workforce. Training is estimated to cost $737 million over ten years. HHS 

estimated that at the time of the effective date, approximately 6.7 million healthcare 

workers will have to be trained, and in the subsequent ten years, 7 million more will 

have to be trained because of worker turnover. The estimate of employee numbers are 

based on 2000 CPS data regarding the number of health care workers who indicated 

they worked for a healthcare institution. To estimate a workforce turnover rate, HHS 

relied on a study submitted in the public comments, which used a turnover rate often 

percent or less, depending on the labor category. To be conservative, HHS assumed ten 

percent for all categories. 
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Covered entities will need to provide members of the workforce with varying 

amounts of training depending on their responsibilities, but on average, IlliS estimated 

that each member of the workforce who is likely to have access to protected health 

information will require one hour of training in the policies and procedures of the 

covered entity. The initial training cost estimate is based on teacher training with an 

average class size often. After the initial training, IlliS expects some training will be 

done by videotape, videoconference, or computer, all of which are likely to be less 

expensive. Training materials were assumed to cost an average of $2 per worker. The 

opportunity cost for the training time is based on the average wage for each healthcare 

labor category listed in the CPS, plus a 39% load for benefits. 

Wages were increased based on the wage inflation factor utilized for the short­

term assumptions (which cover 10 years) in the Medicare Trustees' Annual Report for 

1999. 

Notice 

Covered healthcare providers with direct treatment relationships are required to 

provide a notice of privacy practices no later than the date of the frrst selVice delivery 

to individuals after the compliance date for the covered healthcare provider. IlliS 

assumed that for most types of health care providers (such as physicians~ dentists, and 

pharmacists) one notice would be distributed to each patient during his or her first visit 

following the compliance date for the covered provider, but not for subsequent visits. 

For hospitals, however, IlliS assumed that a notice would be provided at each 
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admission, regardless of how many visits an individual has in a given year. In 

subsequent years, IDIS assumed that non-hospital providers would only provide notices 

to their new patients, because it is assumed that providers can distinguish between new 

and old patients, although hospitals will continue to provide a notice for each 

admission. The total number of notices provided in the initial year is estimated to be 

816 million. 

Under the final rule only providers that have direct treatment relationships with 

individuals are required to provide notices to them. To estimate the number of visits 

that trigger a notice in the initial year and in subsequent years HHS relied on the 

Medical Expenditure Panel Survey (MEPS, 1996 data) conducted by the IDIS' Agency 

for Healthcare Quality and Research. This data set provides estimates for the number of 

total visits to a variety of health care providers in a given year and estimates of the 

number of patients with at least one visit to each type of each care provider. To 

estimate the number of new patients in a given year, HHS used the National 

Ambulatory Medical Care Survey and the National Hospital Ambulatory Medical Care 

Survey, which indicate that for ambulatory care visits to physician offices and hospital 

ambulatory care departments, 13 percent of all patients are new. This data was used as 

a proxy for other types of providers, such as dentists and nursing homes, because IrnS 

did not have estimates for new patients for other types of providers. The number of new 

patients was increased over time to account for growth in the patient population. 

Therefore, the number of notices provided in years 2004 through 2012 is estimated to 

be 5.3 billion. 
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The printing cost of the policy is estimated to be $0.05, based on data obtained 

from the Social Security Administration, which does a significant number of printings 

for distribution. Some large bulk users, such as health plans, can probably reproduce 

the document for less, and small providers simply may copy the notice, which would 

also be less than SO.05. Nonetheless, at SO.05, the total cost of the initial notice is $50.8 

million. Using HHS standard growth rate for patients, the total cost for notices is 

estimated to be $391 million for the ten-year period. 

Requirements on Use and Disclosure for Research 

The final regulation places certain requirements on covered entities that supply 

individually identifiable health information to researchers. As a result of these 

requirements, researchers who seek such health information and the Institutional 

Review Boards (IRBs) that review research projects will have additional 

responsibilities. Moreover, a covered entity doing research, or another entity requesting 

disclosure of protected health information for research that is not currently subject to 

IRB review (research that is 100 percent privately funded and which takes place in 

institutions which do not have multiple project assurances) may need to seek IRB or 

privacy board approval if they want to avoid the requirement to obtain authorization for 

use or disclosure of protected health information for research, thereby creating the need 

for additional IRBs and privacy boards that do not currently exist. 

To estimate the additional requirements placed on existing IRBs, HHS relied on 

a survey ofIRBs conducted by James Bell Associates on behalf of the National 

37 



Institute of Health (NIH) and on estimates of the total number of existing IRBs 

provided by NllI staff. Based on this information IllIS concluded that of the estimated 

4,000 IRBs in existence, the median number of initial current research project reviews 

is 133 per IRB, of which only ten percent do not receive direct consent for the use of 

protected health information. Therefore, in the frrst year of implementation, there will 

be 76,609 initial reviews affected by the regulation, and lllIS assumes that the 

requirement to consider the privacy protections in the research protocols under review 

will add an average of 1 hour to each review. The cost to researchers for having to 

develop protocols which will protect protected health information is difficult to 

estimate, but HHS assumed that each of the affected 76,609 studies will require an 

average of an additional eight hours of time for protocol development and 

implementation. 

At the average medical scientist hourly wage of$46.61, the initial cost is $32.1 

million; the total ten-year cost of these requirements is $468 million over ten years. 

As stated above, some privately funded research currently not subject to any 

IRB review may need to obtain IRB or privacy board approval under the final rule. 

Estimating how much research exists which does not currently go through any IRB 

review is highly speculative, because the experts consulted by HHS all agree that there 

is no data on the volume of privately funded research. Public comments on this subject 

provided no useful data. However, HHS assumed that most research that takes place 

today is subject to IRB review, given that so much research has some government 

funding and many large research institutions have mUltiple project assurances. As a 
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result, HHS assumed that the total volume ofnon-IRB reviewed research is equal to 25 

percent of all IRB-reviewed research, leading to 19,152 new IRB or privacy board 

reviews in the first year of the regulation. Using the same assumptions mentioned 

previously for wages, time spent developing privacy protection protocols for 

researchers, and time spent by IRB and privacy board members, the total one-year cost 

for new IRB and privacy board reviews is $8 million. 

For estimating total ten-year costs, HHS used the Bell study, which showed an 

average annual growth rate of3.7 percent in the number of studies reviewed by IRBs. 

U sing this growth rate, the total ten-year cost for the new research requirements is $117 

million. 

Consent 

Under the final rule, a covered healthcare provider with direct treatment 

relationships must obtain an individual's consent for use or disclosure of protected 

health information for treatment, payment, or healthcare operations. Covered providers 

with indirect treatment relationships and health plans may obtain such consent if they 

so choose. Providers and health plans that seek consent under this rule can condition 

treatment or enrollment upon provision of such consent. Based on public comments and 

discussions with a wide array of health care providers, it is apparent that most currently 

obtain written consent for use and disclosure of individually identifiable health 

information for payment. Under the final rule, they will have to obtain consent for 

treatment and healthcare operations as well, but this may entail only minor changes in 
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the language of the consent to incorporate these other categories and to conform to the 

rule. 

Although HIlS was unable to obtain any systematic data, the anecdotal evidence 

suggests that most non-hospital providers and virtually all hospitals follow this practice. 

For the cost analysis HIlS assumed that 90 percent of the non-hospital providers and all 

hospitals currently obtain some consent for use and disclosure of individually 

identifiable health information. For providers that currently obtain written consent, 

there is only a nominal cost for changing the language on the document to conform to 

the rule. For this activity, HIlS assumed $0.05 cost per document for revising existing 

consent documents. 

For the ten percent of treating providers who currently do not obtain consent, 

there is the cost of creating consent documents (which will be standardized), which is 

also assumed to be $0.05 per document. It is assumed that all providers required to 

obtain consent under the rule will do so upon the first visit, so there will be no mailing 

cost. For non-hospital providers, HIlS assumed the consent will be maintained in paper 

form, which is what most providers currently do (electronic form, if available, is 

cheaper to maintain). There is no new cost for records maintenance because the consent 

will be kept in active files. 

The initial cost of the consent requirement is estimated to be $166 million. 

Using HHS standard assumptions for patient growth, the total costs for the ten years are 

estimated to be $227 million. 
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